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Don’t panic over the new regulations, but make sure
your school’s policy is clear.
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t's been more than a year since
the federal government codified
its expectations for electronic
discovery, or e-discovery. The
amended rules require any organiza-
tion that might be sued in federal
court to have systems for retrieving
electronic data — which could include
e-mail, network activity logs, digital
recordings, voice mail, spreadsheets
and more — if the information could
be considered evidence in litigation.
If your school district hasn't
come up with a plan to comply with
the new regulations, don't despair.
You're far from alone. By May 2007,
two-thirds of K—12 IT administrators
were aware of the Federal Rules of
Civil Procedure amendments for sav-
ing electronically stored information
(ESI), according to a survey from
CommVault, a data management
software company based in Ocean-
port, N.J., yet just 10 percent had a
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compliance plan in place.

In some ways, that's under-
standable. As with many legal issues,
all the ramifications of the rules
aren’t yet clear, and it takes time to
consider and put into place new dis-
trict policies. The time to wait, how-
ever, is over. While there has yet to
be a notable case of a school district
getting in trouble for being unable to
produce electronic documents, sev-
eral corporations have been fined
millions of dollars over the years
when key ESI was missing.

“It's always been the rule that
you can't get rid of evidence. Con-
gress has just finally taken [it] upon
itself to recognize ESI as a legitimate
discoverable issue,” says Paul V.
Carelli 1V, a partner at the Cali-
fornia law firm of Stutz, Ar-
tiano, Shinoff & Holtz, which
represents a number of local school
districts. “Even a small school district
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can be brought into federal court over
a harassment or employment issue.
It's so much easier to have everything
in place, rather than try to figure out
where itis.”

The courts do not look kindly
on a defendant who can't produce
information relevant to a case, but
they don’t require a school to have
saved every single e-mail message, IM
and PowerPoint presentation for all
time, either. The key is to create and
follow a “reasonable” plan for how
ESI is archived, so if the plaintiff asks
to see an e-mail from 2003, you won't
say: “We're not sure if we have it.”
Individual school districts vary in the
length of time each retains e-mail and
other electronic communications,
crafting retention policies that range
from 90 days to seven years. Equally
varied among schools are which types
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of communications are stored and
the responsibility for who makes that
determination. Yet the critical factor
is determining which correspondence
to retain, setting a policy and educat-
ing staff, then fully adhering to the
established retention policy.

All or Nothing?

Take Middletown Township
School District in Monmouth County,
N.J., for example. “Our legal counsel
advised us that the most prevalent
cases are tort cases with a statutory
limitation of two years,” says Jay At-
tiya, a K—12 network manager for the
school district. Given that the discov-
ery phase may last up to one year, the
school district's attorneys recom-
mended creating a three-year reten-
tion policy to cover the statutory limi-
tation plus the discovery period.

Attiya installed CommVault
to archive Exchange e-mail and uses
an attached storage area network to
store the retained files. Only the
1,500 faculty and staff — not students
— at the school district have access to
e-mail, and it does not support in-
stant messaging. The district receives
more than 20,000 e-mail messages
per day, and the IT teams back up all
e-mail correspondence.

“If you don’t back up your e-
mail, you could be accused of being
negligent,” Attiya warns. “If you can-
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not produce the information
[requested], the lack of information
could be detrimental to the case. How
do you prove something wasn’t there
unless you have a full set of records?”

By contrast, after meeting
with state legal officials, the Tyler
(Texas) Independent School District
opted to err on the side of caution —
keeping all e-mail records for seven
years. “We all walked away from the
meeting sick, because no one was
archiving their e-mail. For a long
time, we didn’t have a [retention pol-
icy] and were not archiving e-mail at
all,” says John Orbaugh, Tyler’'s di-
rector of technology.

Orbaugh archived the school
district’s first file on April 14, 2006.
The district turned to C2C’s archiving
system to capture the district's Ex-
change e-mail, which eliminates the
possibility of someone accidentally
deleting a copy of an e-mail. The files
are then stored on a DVD jukebox for
seven years. (C2C is an e-mail archiv-
ing and management solutions com-
pany based in Springfield, Mass.)

In addition to ensuring maxi-
mum compliance, Orbaugh wanted to
alleviate the burden on faculty and
staff of having to determine which
correspondence to keep or discard.

What to keep?

The School District of Osce-
ola County in Florida, however, takes
a different approach. E-mail is kept
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in the system for just 90 days, and
records management policies deter-
mine how long other materials are
kept, ranging from one to seven
years. Each employee determines if
an e-mail message is worthy of re-
taining — the issue could be anything
from discussing a student’s progress
to asking about a meeting with the
department head for an annual re-
view. Any such e-mail should be
printed and filed, and all new hires
are taught the procedures when they
join the staff.

“Our lawyers commented
that if we have well-defined proce-
dures, training and the elements in
place, then you're covered. The whole
point is to be able to produce docu-
mentation in a legal battle,” says
Randy George, the district’s director
of information services. “We revisited
our policies and procedures and came
to the conclusion that there’s nothing
new or different we need to do.”

Even in districts that have
been ahead of the game in data reten-
tion policies, some IT managers are
rethinking operations in light of the
federal legislation. In Niles Township
High School District 219 outside of
Chicago, for example, the board of
education passed an administrative
procedure in November that calls
upon the district staff to create spe-
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No Caseload Overload

Preparing for e-discovery is a smart move. The reason, however, is not necessarily that your district is increasingly
vulnerable to litigation. Contrary to popular belief, the number of lawsuits against school districts is not rising, according
to the research of Perry Zirkel, a professor of education and law at Lehigh University.

There are no comprehensive nationwide statistics on school lawsuits, but Zirkel has created a system to measure
the number of cases noted in law literature. “It’s like looking at an iceberg over time,” he says. “You can see the top and
make some comparative assumptions about what’s happening below the surface of the water.”

What Zirkel has found is a big jump in the number of annual cases from the 1960s (3,413) to the 1970s (6,788),
but a relatively steady number since: 6,714 in the 1980s and 6,053 in the 1990s. “Contrary to the popular conception, there
hasn’t been an explosion of lawsuits. Or rather, there was, but the explosion is over,” he says.

Zirkel has also noted some trends in the types of litigation that school districts face. Desegregation cases have
dropped sharply, while lawsuits related to special education have risen sharply; those about religious issues have held
steady. One piece of good news for schools: Zirkel sees a definite move toward finding in the district’s favor in cases that
relate to students’ rights. “It’s been a statistically significant shift in outcomes in favor of the district,” he says. “The schools

win about 80 percent of the time now.”
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cific protocols for record preserva-
tion. “We published a document two
years ago that has operational guide-
lines, but it's not a policy,” says Guy
Ballard, District 219's chief technol-

Experts recommend the
technology, legal and hu-
man resources depart-
ments work together to
formulate e-discovery
procedures that cover the

ogy officer. “Record collection has
been part of the job all along, but now
we want to have a policy that clarifies
all the responsibilities.”

Sue Derison, director of in-
formation systems at Forsyth County
Schools in Georgia, is in the process
of determining what policies will
keep her district completely covered.
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Derison points out that for some dis-
tricts, state legislation concerning
public records is another factor to
take into account. “Here, if you have
an e-mail with, say, budget content in
it, you're supposed to keep it for five
years,” she says. Many states have
created outlines for how school dis-
tricts should approach data retention.

Beware ‘Litigation Hold’

There’s one big caveat to
safe-harbor protections for regularly
purging your records: If you've been
named to a lawsuit, you must put a
“litigation hold” on your policies and
procedures for data retention for any-
thing that could be connected to the
case. The court will understand if
something relevant is missing due to
regularly scheduled deletions before
the case was known; it won't after-
ward.

Like data deletion and reten-
tion policies, a litigation hold strategy
should be in place before problems
happen. Many IT departments copy
the entire contents of an employee’s
hard drive when he or she is termi-
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nated, for example. Experts recom-
mend the technology, legal and hu-
man resources departments work
together to formulate e-discovery
procedures that cover the district le-
gally and are feasible technically and
financially. “How long to keep back-
up tapes, that kind of decision, that’s
not the IT person’s call. It's the law-
yer’s call, but the IT person knows
the costs of storage,” says Lisa
Sornen, senior staff attorney at the
National School Boards Association
Council of School Attorneys. “I don’t
know if it's happening in most dis-
tricts — getting the superintendent,
lawyer and IT department together to
make plans that work for everyone.”

Of course, like any district
plan, the real test is how well it's im-
plemented. “It can be easy to whip up
a policy but then you have to do it,”
says Scott McLeod, director of the
Center for Advanced Study of Tech-
nology Leadership in Education.
“And the third piece is monitoring
how well it's working once you've
started, and ensuring everything
keeps getting done.”

Reprinted with permission. EdTech:Focus on K-12 Magazine, Sponsored by CDWG. February March 2008 Edition

Available for E-Discovery Training or Presentations

Daniel R. Shinoff. Mr. Shinoff focuses on the de-
fense of public entities in the area of general tort practice with
a focus on education and employment matters. He has exten-
sive trial experience defending clients in a variety of matters
including general negligence, discrimination, wrongful termi-
nation, sexual harassment, special education and civil rights
issues. Mr. Shinoff provides school districts with advice con-
cerning certificated and classified personnel, collective bar-
gaining issues, charter schools, IEPs, and the Brown and Pub-
lic Records Acts.

Recognized as a leading authority in school district
defense and litigation, Mr. Shinoff is a frequent lecturer in
continuing education and personnel training. His seminars
have included topics on federal electronic discovery, special
education, employment discrimination, sexual harassment, and
the Americans with Disabilities Act.

Paul V. Carelli, IV. Mr. Carelli is available for
seminars and training on the issues of E-Discovery and other
matters. His recent speaker presentations include: CEPTA
Conference: New Federal Rules of E-Discovery and How
They Affect Schools; Shake the Foundations Conference at
Stanford Law School Panel on Discrimination in Schools;
Southwest Riverside County Bar Assn: Ten Tips For Civil
Litigators Thinking of Appealing.

Admitted to the California State Bar in 1997, Mr.
Carelli is an active member of the San Diego County Bar
Association, and serves on the Appeals Committee. He is also
an active member of the Southwest Riverside County Bar
Association. His practice focuses on appellate law, civil liti-
gation, and general counsel, with an emphasis on employ-
ment, constitutional, public entity, and education law. Besides
his trial experience, Mr. Carelli recently successfully passed
the California State Bar specialty examination for Appellate
Civil Law.
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room. Our talented team of attorneys and staff are dedicated to providing clients with the highest caliber

Shinoff

Q;. H 1 service and representation. With offices throughout Southern California and in Las VVegas, Nevada, we are
O oltz able to offer a local, personal response for any case resulting in unparalleled service for every client.

San Diego Los Angeles Orange County Inland Empire Las Vegas
2488 Historic Decatur 1000 Wilshire Blvd. 3 Hutton Center Dr. 41593 Winchester 1120 Town Center
Rd. Suite 1617 Suite 860 Rd. Dr.
Suite 200 Los Angeles, CA Santa Ana, CA Suite 118 Suite 200
San Diego, CA 92106 90017 92707 Temecula, CA 92590  Las Vegas, NV
(619) 232-3122 (213) 489-1131 (714)424-9728 (909) 296-9730 89144

Visit us Online: www.stutzartiano.com

LIABILITY /LEGALADVICE

The materials contained in this publication have been reprinted for informational purposes only. The information contained herein
is not intended to be a source of advertising, solicitation or legal advice. The reader should not take, nor refrain from taking, action
on the basis of information contained in this publication without seeking the legal advice of competent counsel in the relevant ju-
risdiction. To the extent this publication may constitute unsolicited "Advertising", it is hereby identified as such; Susan H. Gilmor,
Esq. responsible party.

© Copyright 2007 Stutz Artiano Shinoff & Holtz, APC. All rights reserved.




